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DISCIPLINE " FIRM’S ECONOMIC SECUTIRY" 

 

Topic 1. The subject, method and objectives of the course 

The subject, method and objectives of the course ". Course content and its 

relationship with other disciplines. Objective basis for the emergence and 

development of security and economic security. Basics of economic security. 

Socio-economic content and specificity of economic security 

 

Topic 2. The essence and principles of economic security 

The concept and essence of the category of security and economic security. 

Types and principles of economic security. Goals and objectives of economic 

security. Formation and development of economic security 

 

Topic 3. Basics of the functioning and development of economic security 

Subjects and objects of economic security system. Classification of threats to 

economic security. Threats: internal and external. Classification of subjects and 

objects of economic security. Interests and economic priorities 

 

Topic 4. Indicators and indicators of economic security 

Types of indicators and criteria that determine the values of economic 

security. The system of indicators of economic security. Classification of 

indicators of economic security. Limit Values and Level of Economic Security 

 

Theme 5. Mechanisms to ensure economic security 

Socio-economic, natural-environmental and political factors affecting 

economic security, and their classification. Economic, organizational, social and 

political mechanisms for establishing and regulating economic security 

 

Theme 6. Technical and technological foundations of security company 

Safety and sustainability. Technical and technological resources of 

reproduction of the real sector of the economy. Indicators of maintenance and 

efficiency of use of technical and technological resources of the company and the 

real economy. The composition and structure of resources (raw materials, material, 

human, financial, etc.). Establishing the optimal composition of firm resources and 

economic security 

 

Theme 7. Protection of economic interests and protection of trade secrets 

Interests and economic security. Trade secret. Development of a list of 

information constituting a commercial secret of an enterprise. Methods of 

identifying commercial secrets in the enterprise. Types, system and classification 

of interests. The economic interests of the company. Protection of commercial 

secrets in the enterprise. Indicators of accounting and interest analysis. The need 

and mechanisms for the protection and protection of commercial secrets of the 

company. Leverage and methods of protection against unfair competition 

 



Topic 8. Innovative investment security mechanisms of the company 

Investment and innovative development and economic security. Investment 

security as a subsystem of economic security. Indicators of innovation, investment 

and economic security and methods for their determination. Problems of increasing 

the economic security of the real sector of the economy on the basis of innovation 

and investment development 

 

Theme 9. Organizational and informational aspects of economic security 

The organizational and technical structure of the company's security system. 

Mode of operation and security company. Internal and external channels of 

information leakage. Characteristics of information security tools. Information 

Security. Providing information security. Types of threats to information objects 

 

Theme 10. State mechanisms to support economic security 

Regulatory framework for economic security. State mechanisms for ensuring 

sustainable development of the economy and economic security. Directions to 

ensure sustainable development of the economy and economic security. Foreign 

experience of state support and regulation of the economic security of the 

company. State policy to ensure the economic security of the company 

 

Theme 11. Formation of a strategy for crisis management firms 

The main factors of a crisis situation and their assessment. Possible threats 

and business risk assessment. Development of strategy objectives for the crisis 

management of the company. Formation strategy for the crisis management of the 

company. Characteristics of the strategy for the crisis management of the company 

and economic security. The composition and structure of the crisis management 

strategy of the company 

 

Theme 12. Evaluation of the economic security of the company 

Monitoring and analysis of economic security indicators. The influence of 

factors of production and security on economic security. Analysis of economic 

security indicators. Dependence of factors of production and security of the 

company 

 

LIST OF RECOMMENDED LITERATURES 

 

1. Экономическая безопасность. Учебно-методическое пособие/ 

Крутиков В.К., ─ Калуга: ИП Стрельцов И.А. (Изд-во «Эйдос»), – 2017. ─ 

196 с. 

2. Экономическая безопасность: учебник для вузов / под общ. ред. Л. П. 

Гончаренко. — 2-е изд., перераб. и доп. — М.: Издательство Юрайт, 2018. — 

340 с. — (Серия: Специалист) 

3. Экономическая безопасность предприятия: моногр. / А. К. Моденов, 

Е. И. Белякова, М. П. Власов, Т. А. Лелявина; СПбГАСУ. – СПб., 2019. – 550 

с. 



4. Некрасова Н. А. Сущность понятия «экономическая безопасность» // 

Экономика и управление: анализ тенденций и перспектив развития. – 2013. – 

№ 6. – С. 185-188.; то же [Электронный ресурс]. – URL: 

http://cyberleninka.ru/article/n/suschnost-ponyatiya-ekonomicheskaya-

bezopasnost#ixzz3vnNYXrmg (30.12.2015) 

5. Экономическая безопасность предприятия: моногр. / А. К. Моденов, 

Е. И. Белякова, М. П. Власов, Т. А. Лелявина; СПбГАСУ. – СПб., 2019. – 550 

с. 

6. Жилкина Ю.В. Макроэкономические показатели экономической 

безопасности страны // Нац. интересы: приоритеты и безопасность. - 2010. - 

N 10. - С.65-72 

7. Жилкина Ю.В. Обеспечение экономической безопасности государства 

// Нац. интересы: приоритеты и безопасность. - 2010. - N 8. - С.50-57 

8. Безденежных, Т.И. Экономическая безопасность бизнеса/ 

Безденежных Т.И., Шарафанова Е.Е. – СПб., 2018 

9. Суглобов, А.Е. Экономическая безопасность предприятия: Учебное 

пособие для студентов вузов, обучающихся по специальности 

«Экономическая безопасность» / А.Е. Суглобов, С.А. Хмелев, Е.А. Орлова. 

— М.: ЮНИТИ-ДАНА, 2017. — 271 c. 

10. Криворотов, В.В. Экономическая безопасность государства и 

регионов: Учебное пособие / В.В. Криворотов, А.В. Калина. - М.: Юнити, 

2015. - 351 c.19 

11. Краснощек А. А. Анализ факторов в системе экономической 

безопасности предприятия / А. А. Краснощек, С. Н. Назаров, В. А. Данилов // 

Вестн. Иркутского гос. техн. ун-та. – 2011. – № 3. – С. 162-166 

12. Крыцина А. М. Развитие внутреннего контроля как элемента 

экономической безопасности коммерческого предприятия // Крымский науч. 

вестн. – 2017. – № 2/3. – С. 46-56; То же [Электронный ресурс]. – URL: 

https://cyberleninka.ru/article/v/razvitie-vnutrennego-kontrolya-kak-elementa-

ekonomicheskoy-bezopasnosti-kommerchesko... (27.03.18) 

13. Локтионова Ю. А. Механизм обеспечения экономической 

безопасности предприятия // Соц.-экон. явления и процессы. – 2013. – № 3. – 

С. 93-99; То же [Электронный ресурс] – URL: 

https://cyberleninka.ru/article/v/mehanizm-obespecheniya-ekonomicheskoy-

bezopasnosti-predpriyatiya (27.03.18) 

14. Кузнецова, Е.И. Экономическая безопасность и 

конкурентоспособность. Формирование экономической стратегии 

государства: Монография: Учебник / Е.И. Кузнецова. - М.: Юнити, 2011. - 

239 c. 

15. Кутукова, Е.С. Экономическая безопасность в призме современных 

экономических процессов / Е.С. Кутукова. - М.: Русайнс, 2017. - 352 c. 

16. Экономическая безопасность. Учебно-методическое пособие/ 

Крутиков В.К., ─ Калуга: ИП Авдийский, В.И. Теневая экономика и 

экономическая безопасность государства: Учебное пособие / В.И. 

Авдийский, В.А. Дадалко… — М.: Альфа-М, ИНФРА-М, 2018. — 496 c. 



17. Авдийский, В.И. Теневая экономика и экономическая 

безопасность государства: Учебное пособие / В.И. Авдийский, В.А. Дадалко.. 

- М.: Альфа-М, Инфра-М, 2012.  

18. Кормишкина, Л.А. Экономическая безопасность орг.(предп.): Учебное 

пособие / Л.А. Кормишкина, Е.Д. Кормишкин, И.Е. Илякова. - М.: Риор, 

2012. - 208 c. 

19. Романченко Валерий Сергеевич Сравнительный анализ 

международного опыта развития пенсионной системы // Вестник МИЭП. 

2015. №3 (20). URL: https://cyberleninka.ru/article/n/sravnitelnyy-analiz-

mezhdunarodnogo-opyta-razvitiya-pensionnoy-sistemy (дата обращения: 

30.04.2021) 

20. Институциональная экономика: учебное пособие / В.А.Кипяткова. — 

СПб.: Издательство Европейского университета в СанктПетербурге, 2018. — 

200 с.  

21. Л.Н.Баянова, Ю.Р.Лутфуллин. Экономика социальной сферы. Учебное 

пособие - Челябинск: БГПУ им. М. Акмуллы, 2020. – 96 с. 

22. Циткилов Петр Яковлевич Система социальной защиты в республике 

Казахстан // РСМ. 2014. №3 (84). URL: https://cyberleninka.ru/article/n/sistema-

sotsialnoy-zaschity-v-respublike-kazahstan (дата обращения: 30.04.2021). 

23. Л.Н.Баянова, Ю.Р.Лутфуллин. Экономика социальной сферы. Учебное 

пособие - Челябинск: БГПУ им. М. Акмуллы, 2020. – 96 с. 

24. Циткилов Петр Яковлевич Система социальной защиты в республике 

Казахстан // РСМ. 2014. №3 (84). URL: https://cyberleninka.ru/article/n/sistema-

sotsialnoy-zaschity-v-respublike-kazahstan (дата обращения: 30.04.2021) 

 



DISCIPLINE "MICRO-MACROECONOMIC ANALYSIS" 

 

Topic 1. Modern micro-macroeconomics and its methodology 

Subject of the course "Micro-macroeconomic analysis". Methodology of 

micro and macroeconomic analysis. The need, objectives and practical importance 

of micro and macroeconomic theory. Optimization and equilibrium models. 

Theories of macroeconomic policy. Targets and tools 

 

Topic 2. Theory of elasticity of supply and demand 

The concept of elasticity. Price elasticity of demand. Elasticity of demand and 

change in revenue. Income elasticity of demand. Cross elasticity. Supply elasticity 

 

Topic 3. The theory of consumer choice 

Cardinal and ordinalist approaches to the analysis of consumer behavior. 

Consumer preferences and indifference curves. Budget Consumer Limit..Optimum 

Consumer. The income effect and the Hicks and Slutsky replacement effect 

 

Topic 4. Theory of production. Production costs 

Theory of production. Production technology and isoquants. Cobb-Douglas 

function. Production costs and their types. The effect of scale. Production function 

The marginal rate of technological substitution. Decreasing factor productivity. 

The effect of scale. Production costs in the short and long term. Choice of 

production technology 

 

Topic 5. Offer in perfect competition. Monopoly 

Offer in perfect competition. Profit maximization. The supply curve of a 

competitive firm in the short term. Economic nature and types of monopoly. 

.Sources and results of monopoly power. Firm as a perfect competitor. Monopoly. 

Indicators of monopoly power. Long-term and short-term equilibrium of the 

company - a monopolist. The role of state policy in the regulation of monopoly 

 

Topic 6. Monopolistic competition. Oligopoly 

Monopolistic competition: signs and conditions of existence. Oligopoly Signs 

and conditions of existence, types and distribution. Models of oligopolies of 

cooperative behavior are noncooperative behavior of oligopolies. Monopolistic 

competition: short-term and long-term equilibrium. Non-price competition. 

Product Differentiation. Characteristics of the oligopolistic market. Oligopoly 

models. Price discrimination and price factors of competition 

 

Topic 7. Factor markets 

Demand and supply in the market of production factors. Competitive and 

noncompetitive factor market. Factor markets. Equilibrium in a competitive market 

of factors of production. Elasticity and mobility of resources. Monopsony and 

monopoly 

 



Topic 8. Macroeconomic gauges 

Measurement of gross domestic product by value added, by expenditure and 

by income. GNP. Nominal and real variables. Deflators and price indices. 

Circulation of income and expenses. The system of national accounting. Principles 

of building SNS. 2. Macroeconomic indicators 

 

Topic 9. Macroeconomic instability: economic cycles, unemployment, inflation 

Economic cycle and macroeconomic dynamics. Forms of unemployment. 

Okun's law. Inflation and supply shocks. Phillips Curve. Fighting inflation in an 

open economy. The cost of inflation. 

 

Topic 10. National income: production, distribution and consumption 

Production of national income. Production function Consumption. 

Consumption function. Investment analysis and accelerator model of the 

investment process. National income. Production function and its properties. 

Distribution and consumption of national income. Investment analysis and 

accelerator model of the investment process. Tobin's g-theory. Investment policy in 

the Republic of Kazakhstan. 

 

Topic 11. Aggregate demand and supply 

Model "AD-AS" 

Aggregate demand and its components. Cumulative offer: classical and 

Keynesian models. Model AD-AS: short-term and long-term equilibrium. Model 

of multiplier-accelerator interaction. Classic and Keynesian approach to the 

analysis of aggregate supply. 

 

Topic 12. Macroeconomic equilibrium in the commodity and money markets. 

Model "IS-LM" 

Balance in the market of goods. IS model. Equilibrium in the money market. 

LM Curve. Equilibrium in the commodity and money markets. Model IS-LM. The 

relationship models AD-AS and IS-LM. Cross of Keynes. Actual and planned 

costs. Macroeconomic equilibrium in the market of goods. Equilibrium in the 

money market. Model LM. Analysis of macroeconomic policy on the model IS-

LM-BR. 

 

Topic 13. Open economy 

Balance of payments in an open economy. Exchange rate. Parity purchasing 

power. The impact of fiscal and monetary policy on output and exchange rate. 

Open economy. Mandell Fleming Model. International flows of goods and capital: 

export, import, foreign investment. Payment balance. Prices in international 

transactions: real and nominal exchange rates. Purchasing power parity theory. 

Impact of fiscal and monetary policy on output and exchange rate 
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MODERN BUSINESS’ ECONOMY AND STRATEGIES OF 

DEVELOPMENT 

 

Topic 1. Economic concepts of strategy justification 

Firm as a subject of market relations. Economic Concepts for the rationale for 

the strategy. Costs and their functions, profit, supply and demand, elasticity, 

pricing and output, game theory, perfect competition 

 

Topic 2 Evolution of Modern firm 

Evolution of a modern firm. The nature of business and success of the firm. 

Modern concepts of goal-setting firm 

 

Topic 3. The firm’s scale and boundaries 

Horizontal boundaries of the firm: economies of scale and the effect of 

diversity. Their sources. The size of the firm. Experiment curve. Product life cycle. 

Vertical boundaries of the firm: economic criteria choice. "Make-or-buy" decision 

tree 

 

Topic 4. Integration and its alternatives 

The Property Rights Theory of the Firm. Making the Integration Decision. 

Vertical integration and ownership model and asset management. Ways of vertical 

integration. Alternatives to vertical integration: buy or do? Strategic alliances and 

joint ventures 

 

Topic 5. Diversification strategy 

Economic reasons for diversification: economies of scale and effect diversity, 

savings on transaction costs, diversification of the shareholder's portfolio, potential 

costs of diversification. Managerial reasons for diversification: benefits managers 

from acquisitions, problems of corporate management. Productivity of diversified 

firms 

 

Topic 6. Markets and competitive analyze 

Competitor Identification and Market Definition. Market Structure and 

Competition. Cournot Quantity Competition. Bertrand Price Competition 

 

Topic 7. Market barriers 

The basic concepts of the entry-exit of the company to the market. Strategic 

and non-strategic entry barriers firms on the market and their characteristics. 

Strategies containment of entry to the market. Analysis of the attractiveness of the 

industry using model of Porter's five forces. Competition and profitability firm. 

Examples of industry analysis 

 

 

 

 



Topic 8. Strategic position and competitive advantage 

 

Competitive Advantage and Value Creation: Conceptual Foundations. 

Strategic Positioning: Cost Advantage and Benefit Advantage. Diagnosing Cost. 

Benefit Drivers 

 

Topic 9. Sustaining competitive advantage 

Market Structure and Threats to Sustainability. The Resource-Based Theory 

of the Firm. Impediments to Imitation. Early-Mover Advantages. Creating 

Advantage and Creative Destruction. Innovation and the Market for Ideas 
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Тематика эссе 

1. Innovative development as a factor of increasing the competitiveness of 

regions 

2. Factors constraining economic development and improving the 

competitiveness of Kazakhstan 

3. Competitiveness in micro -, meso-and macro-level dimensions 

4. Structural changes in the economy of the Republic of Kazakhstan 

5. Assessment of structural transformations in the economy of Kazakhstan 

during the period of independence 

6. The economic meaning of competition and the effect of Coase's Theorem 

7. Risks of globalization for the "small" economy (on the example of the 

Republic of Kazakhstan) 

8. Sustainable development of the economy of the Republic of Kazakhstan: 

opportunities and limitations 

9. Problems of formation and use of human capital in the economy of the 

Republic of Kazakhstan 

10. Import substitution or export orientation: an exit for Kazakhstan 

11. Internal and external threats to Kazakhstan's economic security 

12. 11.Digitalization of Kazakhstan as a key factor of the country's economic 

development 

13. Assessment of the level of monopolization of the markets of the Republic 

of Kazakhstan 

14. Competition on the domestic market as a basis for improving the 

competitiveness of the country 

15. Economic consequences and challenges of Kazakhstan's participation in 

the EAEU in modern conditions 

16. Assessment of the development of the economy of the Republic of 

Kazakhstan in terms of overcoming the consequences of the pandemic 

17. Opportunities for the development of non-standard employment in the 

conditions of modern challenges of the world economy 

18. Incomes of the population of the Republic of Kazakhstan: features of 

formation and distribution 
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